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Canadian Parliament Active
Shooter Uncovers Emergency
Communication Challenges

“Emergency notifications that used to take us 90 minutes to deploy are now communicated within 90 seconds using AtHoc.”

- Maxim Zakurdaev, Enterprise Architect and Technical Product Management, Canada House of Commons

An active shooter attack at the Canadian Parliament buildings in
Ottawa highlights serious challenges in the chain of emergency
response, and end-user language preferences.

Those responsible for preparing and coordinating an emergency
management plan must not only ensure that security and
response forces share coordinated communications, but that
end-users receive potentially life-saving instructions in a language
and media format that they can understand and digest.
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Attack on the Parliament

On October 22, 2014, a lone gunman entered the
Centre Block of the Canadian Parliament in Ottawa
and opened fire. He managed to kill a soldier on
ceremonial duty and injure three others before he
was killed by security officers.

The Centre Block stands at the heart of the Canadian
Federal Government’s center of operations known as
Parliament Hill. It is where federally-elected Members
of Parliament meet to debate, pass laws and govern
the country. An attack on Parliament Hill is the
Canadian equivalent of an attack at the Capitol in
Washington or the Houses of Parliament in London.

As Canada’s national capital, Ottawa is filled with
embassies, diplomats, and high-ranking government

officials. It has a sophisticated security infrastructure
consisting of police, military and secret service
forces. It also has a policy that much of the common
grounds of the Parliament buildings should remain
accessible to the public, as a symbol of Canada’s
openness. This fact made it easy for the perpetrator
to get as far as he did.

Following the attack and its subsequent
investigations, security procedures were heightened
for all areas of Parliament Hill. These included the
development of the Parliamentary Emergency
Notification System (ENS) as well as the introduction
of a new security force called the Parliamentary

Protective Service (PPS).

The ENS Rollout Roadmap

The ENS includes a program of alert mechanisms
designed to ensure that all employees, contractors
and visitors to Parliament Hill and its buildings
receive swift and clear alerts in the case of any type
of emergency. A rolling deployment is underway
in which the alert platform is being made available
across an increasing number of media and to a larger
population over the course of two to three years. The
three key stages of the rollout are:

e |nitial deployment — March 2015: Desktop
pop-up alert, e-mail alert, mobile text
(SMS) alerts

e Expansion — June 2015 (added 2,000 more
end users)

e Expansion - November 2015 (added 3,000
more end users)

e Expansion - staged for 2015-2016: add
landline voice call and mobile voice call

e Evolution — following two years: add
handheld radio alert, web portal/RSS, IM
for desktop and mobile, VoIP voice, IM,
paging, TV/Committee screens, mobile App,
siren/PA integration

The Ottawa Parliamentary Shooting

Occurred just two days after another “radicalized” lone wolf killed two

soldiers in the neighboring province of Quebec

30 shots were fired by security forces

Parliamentary Sergeant-at-Arms Kevin Vickers reportedly

subdued the gunman by diving past the column he was

hiding behind and firing upwards at him.

The event has led to on-patrol RCMP officers carrying sub-machine

guns as a demonstration of increased vigilance.




“We looked at several
vendors for incident
command and crisis
communication, and
AtHoc was the best fit
for our needs.”
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Bilingualism is a Modern Global Reality

Canada is an officially bilingual country. This meansits ~ This means that for the Canadian Parliamentary
citizens are constitutionally guaranteed to be servedin ~ complex, emergency communications must not
the official language of their choice, English or French,  only be clear, accurate and rapid, they must also
at any Federal office or service from coast to coast. be delivered in both official languages. These
Canada is not unique in this circumstance. Belgium, same requirements exist for many other countries
Finland, Hong Kong and the Philippines are just four — of the world, whether they maintain official bi/
of the eleven officially bilingual countries of the world,  multilingualism, or simply wish to serve the linguistic
and others, like India, Israel, Switzerland, and many  needs of their communities.

more, maintain a policy of official multilingualism.

Communicating Effectively in the Appropriate Languages

In their report the developers of the Parliamentary ENS A second linguistic challenge for emergency messages
highlighted that delivering fully bilingual multi-channel  focused on the varying capabilities of different media.
communications is challenging, primarily because  The amount of text available to work with differs
bilingual alerts are too long, given that the message  substantially between SMS messages and on-screen
must be stated twice (once in each language). pop-ups versus emails or voice commands. There is
also a risk of distortion when these messages cross
The solution that the team devised focuses on tailoring  carrier and network borders. Although this same
the emergency alerts to the end user's language challenge exists within any completely unilingual
preference instead of broadcasting everything — working environment, a layer of complexity is added
bilingually. This entails: when the same limitations must also factor in the
difference in sentence length, lettering and symbols

e [ssuing unilingual alerts for key emergency used in other languages.

scenarios to each end user

e Allowing each end-user to set their language The ENS team chose to simplify messages to the

preference for crisis communication minimum length possible and embarked on a thorough
e Delivering a unified alert experience across test protocol for each chosen vehicle to identify issues
multiple alert vehicles, like email, onscreen ahead of time.

pop-up and SMS/IM




“AtHoc provides us with
cost-effective ways to
facilitate and enhance
the safety and security of
any community.”
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Getting the End-User Data That Supports the Language Choice

In just the same way that emergency services and  The ENS team chose to deploy a versatile solution
security forces need a consistent and organized  approach that would:
structure for communication, the same can be said
for the establishment of a unified and universally |dentify master data sources and custodians
accessible database of end-user contact information. for every group of users
If linguistic preference is to be a determining factor in Support a flexible connectivity model for
creating and disseminating emergency alerts, then various existing sources, including
its construction and maintenance demand a phased combination of automated updates and
and disciplined approach. manual import for selected groups

Test for accuracy of contact information,
This poses a serious challenge given that for the confidentiality and privacy issues
Canadian Parliament, as well as for many large-scale,
multi-disciplinary organizations around the world, Pulling data from disparate sources and legacy
various organizations and groups have different systems is challenging enough. But then, the
processes for maintaining personnel records and  people themselves have to be considered, and that
providing network access. There is no single source  becomes Challenge number 3.
(Active Directory, HR or Access Control systems) of
contact information for all user groups.

Getting the Buy-In to Get the Data to Support the Language Choice

The ENS team discovered that obtaining the data  The team also noted that certain end-users are not
that would deliver the information required to  wiling to share their sensitive contact information
determine the language settings for emergency and personal data.

alerts has a social challenge on par with the

logistics of computing. They would need to track a  Their solution was to enable various self-service
combination of corporately maintained and personal  contact management mechanisms,  allowing
contact information systems, an activity that individuals control over their profiles. They also
presents obstacles due to a range of privacy and  defined data custodianship agreements with existing

confidentiality concerns. user data owners.




“The value AtHoc
provides to our project
Is quite high, because
of its rich functionality
and reliability, and the
different platforms you
can communicate with.”
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The challenges faced by the ENS team highlight a key
reality: the challenges of establishing an up-to-date
and reliable emergency communications platform are
not limited to mechanical issues such as computer
systems or agreed-upon radio frequencies. There is
also a significant human issue at stake that wades
into the muddy waters of privacy, data sharing and

personal information.

Additional ethical questions arise. For example, if an
individual chooses to abstain, offering no language
preference, then which official language will be assigned
to this individual, and who will make this choice? In
countries like Canada, where linguistic rights are a

politically charged issue, the arbitrary assignment of an
“emergency contact language” to an individual within a
branch of Government or its suppliers has the potential
to become a national scandal and an election issue.

Significant security incidents from “lone wolf” shooters
through to coordinated terrorist attacks are increasing
in frequency and can happen anywhere at any time.
The creation of an emergency communications
platform that is reliable, ready, and fully comprehensible
by every potentially affected individual requires a
highly specialized palate of services and expertise.
This is what AtHoc Connect can provide (additional
promotional material as needed).

AtHoc Connect Benefits

Ready-made “building block” approach to system integration: using AtHoc Connect’s native tools and

innovations for adding to, rather than redefining, existing systems

Total commitment by AtHoc team members to WA-COP’s integration team

Solid, stable application that can be trusted to perform as expected

Provides a user-defined operational picture for each stakeholder according to legal and operating

guideline specifications

Flexible, adaptable, agile presentation of layers of information specific to stakeholders

Supports multiple methods of communication, beyond just radio, to provide a complete and adaptable

emergency picture as needed

Connects organizations to seamlessly coordinate in real time, resulting in faster and more coordinated responses

Enables partnered organizations to manage and control their own contact lists and messaging protocols

About BlackBerry

BlackBerry is securing a connected world, delivering innovative
solutions across the entire mobile ecosystem and beyond. We
secure the world’s most sensitive data across all end points —
from cars to smartphones — making the mobile-first enterprise
vision a reality. Founded in 1984 and based in Waterloo,

Ontario, BlackBerry operates offices in North America, Europe,
Middle East and Africa, Asia Pacific and Latin America. The
Company trades under the ticker symbols “BB” on the Toronto
Stock Exchange and “BBRY” on the NASDAQ. For more
information, visit www.blackberry.com.
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